SENIOR SECURITY ADMINISTRATOR

DEFINITION

This position develops and maintains firewall systems,  anti-virus solutions,  IDS  and IDP systems;  creates  and maintains security policies, and ensures that these policies are enforced; develops and maintains Dane County’s disaster recovery plan; ensures that user privacy laws are enforced; monitors system usage to ensure compliance with all acceptable use policies, and manages the active directory domain at Dane County.

EXAMPLES OF DUTIES

· Develops, implements, and maintains IT security solutions including firewalls, anti-virus solutions, and intrusion detection/prevention systems;

· Ensures that Information and User Privacy Laws and Policies are enforced at Dane County

· Manages the Information System Security Request form for account creation and deletion 

· Investigates any actual or potential security incidents;

· Provides periodic reporting on information security issues;

· Provides Employee access reports as requested (Email, Internet, and phone);

· Performs reviews of network security architecture, information security administration and policy;

· Manages Physical security of resources manage by the Division of Information Management (DIM);

· Reviews new system designs and major modifications for security implications prior to implementation;

· Provides security awareness training for staff and management;

· Maintains up-to-date knowledge of available and emerging network, security and microcomputer technologies through professional reading, attending industry conferences, and professional development (training, education, and participation in professional associations);

· Reviews advisories posted through CERT, NIPC (National Infrastructure Protection Center), Center for Internet Security, SANs and FBI and recommends appropriate security improvements;

· Helps design and manage the business recovery and disaster recovery plans for Dane County;

· Collaborates with administrative staff in the development of an information security policy;

· Collaborates with Network Project Team in identifying network and system vulnerabilities, and the appropriate solutions to eliminate or minimize their potential effects;

· Collaborates with DIM staff in the evaluation of new software and hardware systems, particularly as they relate to security; and 

· Collaborates with administrative staff in ensuring that departments have fulfilled their information security responsibilities.

EMPLOYMENTS STANDARDS

Education and Experience:  

· BA, BS or Associate degree in an IT related field, and at least three years of Security Administration experience;

· Experience with IDS and IDP software and hardware, disaster recovery, firewalls, and network monitoring;

· Experience administering rights, permissions, and ACLs; and

· Experience working and leading technical teams.

Knowledge, Skills and Abilities:  

· In-depth knowledge of Active Directory;

· Knowledge of backup and recovery processes;

· Working knowledge of the current Windows Server OS, and Widows Work station OS, and Internet/Intranet technologies;

· Ability to adapt quickly to rapidly changing technology;

· Ability to translate technical terms for non-technical persons;

· Excellent communications (written and oral), customer service and problem solving skills

· Strong analysis and troubleshooting skills; 

· Experience with open source and commercial security tools such as vulnerability assessment tools; and

· Windows Server administration experience

SPECIAL REQUIREMENTS   None
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