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	COUNTY OF DANE
DEPARTMENT OF ADMINISTRATION

EMPLOYEE RELATIONS DIVISION
Room 418, 210 Martin Luther King, Jr. Boulevard, Madison, Wisconsin 53703

Phone: 608/266-4125 ( V/TTY: 608/266-4125 ( Fax: 608/266-4409

Web Page:  http://www.countyofdane.com

	TRAVIS MYREN

Director of Administration
	                           SYLVIA THORNTON

                           Human Resources Manager  

	
	                           AMY UTZIG

                           Human Resources Manager


January 11, 2012

Dear Senior Security Administrator Applicant:

Thank you for your expression of interest in the Senior Security Administrator recruitment with Dane County.

The enclosed questionnaire is intended to give you the opportunity to describe your specific education, training and experience that would be relevant to this position.

The examination procedures will be as follows:

1) All competitors will be required to respond to the areas and send the answers to our office (typewritten responses are encouraged).  Please be specific and factual in the information you provide.

2) An impartial review panel who know the requirements of this position will be convened to 

evaluate and grade all responses to the questions.  The panel will not have access to your application or resume.

3) Those applicants receiving the highest exam scores will be invited to participate further in the process.

It is our belief that by providing competitors with written guidelines for describing their training and experience related to the demands of this position, we can obtain a better assessment of each applicant’s relevant qualifications.

If you wish us to consider your application further, your answers to the enclosed questions and signed certificate must be returned with your application.  Please return your materials to the Employee Relations Division, Room 418 City-County Building, 210 Martin Luther King Jr. Blvd., Madison, WI  53703 by 4:30 p.m., Friday, February 10, 2012.  Sorry, late materials will not be accepted.

DEB HENKE – PERSONNEL TECHNICIAN

Print or Type Your Name:  ____________________________________

Last  four digits of your Social Security Number:  _____________________

SENIOR SYSTEMS ADMINISTRATOR

QUESTIONNARIE

Instructions:  Please insert your name and last four digits of your social security number above, and sign the certificate provided below for your answers to be considered.  Respond to the following seven areas in a concise and well-organized manner, attaching your responses to these pages.  Please provide only the last four digits of your social security number on the top pages of your responses to the questions.  Do not put your name on your response pages.  In your answers, provide only specific relevant responses, including any information that may duplicate what you provided with your application for this position.  It is important that each of your responses provide applicable or pertinent identifying information, such as job titles, employer names, work setting, time periods, etc., as the grading panel will be grading only your responses and will not have access to your application or any other materials you supply.  Since being able to effectively communicate in writing is an important element of this position, your writing ability will also be evaluated.  Typewritten responses are suggested.

CERTIFICATE

I certify that I prepared my responses without assistance other than typing.  (If you are successful in reaching the employment selection interview stage, you will be asked background questions regarding one or more of your responses to this examination).  I further certify that to the best of my knowledge, the education, experience and training I specified in my attached responses are true and correct, and can be independently verified.  I understand that any falsification of this certificate can be grounds for removal from the eligibles list or discharge form County Service.

        _____________________________________________    ______________________________

                                   Your Signature
                                   Date Signed

DANE COUNTY QUESTIONNAIRE

 FOR SENIOR SECURITY ADMINISTRATOR POSITION

	Please read the response criteria carefully.  For each area of evaluation on the following pages, use the column on the right-hand side of the page to record your responses under the EOT and PWE column headings.  You must record one, and only one, response per box (one EOT and PWE response on each line).  Check marks or any mark other than those shown in the Response Criteria are not acceptable.  Items that are left unanswered will be interpreted as Response Criteria “A.”




RESPONSE CRITERIA:

EDUCATION OR TRAINING (EOT)

A = I have not earned any formal academic credit or had any on-the-job training which relates to performing this task or activity.

B = I have on-the-job training or have attended seminars, training or employee development programs which relate to performing this task or activity.

C  =  I have earned formal academic credit in a two-year or four-year degree program from an accredited junior or technical college or university which relates to performing this task or activity.

D = I am certified to perform this task or activity.
PROFESSIONAL WORK EXPERIENCE (PWE)

A = I have not performed this task or activity.

B = I have only performed this task or activity with assistance.

C = I have performed this task or activity without assistance for less than 3 years.

D = I have performed this task or activity without assistance for 3 years or more.
PART 1:  Questionnaire Responses (see response criteria on previous page)

	 Task or Activity
	EOT
	PWE

	Develop and administer Security policies and procedures
	
	

	Develop  and administering disaster recovery plans, policies and sites
	
	

	Conduct system security audits, penetration-tests, and vulnerability assessments.
	
	

	Setup and administrations of Palo Alto Firewalls and related products
	
	

	Setup and administration of Trend  IMSVA Email Gateway 
	
	

	Setup and administration of Trend  IWSVA Scan Console
	
	

	Setup and administration of Trend OfficeScan Server and Client AV
	
	

	Setup and administration of Trend Deep Security 
	
	

	Setup and administration of Trend Control Manager 
	
	

	Setup and administration of Trend SMEX for Exchange
	
	

	Setup and administration of a Citrix XEN environment as it relates to security
	
	

	Setup and administration of Citrix Netscalar Appliances
	
	

	Setup and administration of  email archiving systems 
	
	

	Setup and administration of file archiving systems 
	
	

	Setup and administration of backup systems 
	
	

	Setup and administration of security in a Microsoft exchange environment
	
	

	Setup and administration of security as it relates to mobile devices
	
	

	Setup and administration of application security. 
	
	

	Setup and administration of a Microsoft Active Directory environment 
	
	

	Setup and administration of NetIQ or similar product
	
	

	Setup and administration of security in Microsoft SQL Server environment 
	
	

	Setup and administration of digital certificates 
	
	

	Setup and administration of  Microsoft Enterprise SSL certificate infrastructure
	
	

	Setup and administration of secure tokens
	
	

	Setup and administration of a Cisco TACACS  server 
	
	

	Setup and administration of a Cisco ACS appliance 
	
	

	Setup and administration of a VOIP systems as it relates to security 
	
	

	Assess threats, risks, and vulnerabilities from emerging security issues
	
	

	Review  advisories posted through CERT, NIPC (National Infrastructure Protection Center), Center for Internet Security, SANs and FBI 
	
	

	Manage user security request system for user creation, update and deletion
	
	

	Investigate security incidents 
	
	

	Act in the lead role for computer security incident response team 
	
	

	Providing reports for management, staff, and Open Records request
	
	

	Review network security architecture
	
	

	Manage the security of physical resources as they relate to an IT department 
	
	

	Enforcement of user privacy laws
	
	

	Providing security awareness training for staff. 
	
	

	
	
	


PART 2:  Written Response 

Please prepare a typed/printed statement (limit your response to no more than three pages) describing any relevant education, professional training and experience, which have prepared you to perform the duties of a Senior Security Administrator.  Please be sure to type or write the last 4 digits only of your Social Security Number on each page and attach your statement to this questionnaire.

